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MODIFICATION PO0O01, SP450019D0014:
1.} The purpose of thig modification is to add Clause 52.204-25 ag follows:

52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEC SURVEILLANCE SERVICES OR REQUIPMENT (BUG
2019) (Section 889(a) (1) (A} of Pub. L. 115-232). FAR Case 2018-017-Interim_rule.pdf

{a) Definitions. As used in this clause—
Covered forelgn country means The People’s Republic of China.
Covered telecommunications equipment or services means-

(1) Telecommunicatione equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary
or affiliate of zuch entities);

{2) For the purpose of public safety, security of Government facilities, physical security surveillance of
critical infrastructure, and other natiomal security purpcses, video surveillance and telecommunications eguipment
produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology
Company {or any subsidiary or affiliate of such entitiles);

{3) Telecommunications or video surveillance ssrvices provided by such entities or using such equipment; or

{4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the
Secretary of Defensge, in consultatien with the Director of National Intelligence or the Director of the Federzl Bureau
of Investigation, reasonably believes to be an entity cwned or controlled by, or otherwise comnected to, the
government of a covered forelgn country.

Critical technology means-

(1) Defense articles or defense services included on the United States Munitionsg List set forth in the
Internaticnal Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal Requlationg;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export
Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations, and centrolled—

(i) Purguant to multilateral regimes, including for reasons relating to national security, chemical and
biclogical weapons proliferation, nuclear nomproliferation, or missile technology; or

(i1} For reasons relating to regional stability or gurreptitious listening;

{3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology
coverad by part Bl0 of title 10, Code of Federal Regulaticns (relating to assistance to foreign atomic energy
activities) ;

(4) Muclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulatlions
{relating to export and import of nuclear eguipment and material);

(56) 8elect agents and toxins covered by part 231 of title 7, Code of Federal Regulations, part 121 of title 9 of
such Code, or part 73 of title 42 of such Code; ox

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Contrcl Reform Act
of 2018 (50 U.8.C. 4817).

Substantial or essential component means any component necessary for the proper function or performance of a pilece of
equipment, system, or service.

(b} Prchibition. Section 889(a) (1) (A} of the John 8. McCain National Defense Authorization Act for Fiscal Year 2018
(Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining,
or extending or renewing a cvontract to procure or obtain, any equipment, system, or dervice that uses covered
telecommunications equipment or services as a subgtantial or essential component of any system, or as critical
Lechnology ag part of any system. The Contractor is prohibited from providing to the CGovernment any eguipment, system,
or service thal uses covered belecommunications equipment or services as a substantial or essential component of any
gystem, or as critical technology as part of any system, unless an exceptlon at paragraph (¢) of this clause applies
or the covered telecommunication equipment or gervices are coverad by a waiver described in Federal Acquisgition
Regulation 4,2104 .

(c) Exceptions. This clause does not prechibit contractors from providing—

(1) A service that connects to the facilitles of 2 third-party, such as backhaul, roaming, or interconnection

e e e

rErrangements T or

(2] Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any
uger data or packets that such squipment transmits or otherwise handles.

{d) Reporting requirement.

(1) In the event the Contractor ildentifies cdovered telecommunications equipment or services uged as a
substantial or essential component of any system, or as critical technology as part of any saystem, during contract

CONTINUED ON NEXT PAGE
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performance, or the Contractor is notified of such by a subcontractor at any tier or by any other source, the
Contractor shall report the information in paragraph {(d) (2) of this clause to the Contracting Officer, unless
elsewhere in this contract are established procedures for reporting the information; in the case of the Department of
bDefense, the Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the
Contractor shall report to the Contracting Officer for the indefinite delivery contract and the Contracting CLficer(s)
for any affected order or, in the case of the Department of Defense, identify both the indefinite delivery contract
and any affected orders in the report provided at https://dibnet.dod.mil.

(2) The Contracteor shall report the following information pursuant to paragraph (d} {1)of thisg clausge:

(1) within one business day from the date of such identification or notification: the contract number; the
order number(s), if applicable; supplier name; supplier unique entity identifier (if known}: supplier Commercial and
Government Entity (CAGE) code (if known); brand; wmodel number {original equipment manufacturer number, manufacturer
part number, or wholesaler nunber); item description; and any readily available information about mitigation actions
undertaken or recommended.

(ii) within 10 business days cf submitting the information in paragraph (d) (2) {i)of this clauge: any
further available information about mitigation actions undertaken or recommended. TIn addition, the Contractor shall
describe the efforts it undertook to prevent use or submisegicn of covered telacommunications equipment or services,
and any additional efforts that will be incorporated te prevent future use or submission of covered telecommunications
equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including thig paragraph {e), in all
subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial items.

(End of clause)

2.} All other terms and conditions shall remain unchanged.
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